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Abstract: Brain-computer interfaces (BCIs) have shown great potential in rehabilitation, assistive communication, and
neuromodulation. However, their strong reliance on machine learning for EEG decoding exposes them to adversarial
attacks. These attacks add subtle perturbations to input signals, which can mislead models and cause incorrect
predictions, leading to system malfunction or even remote manipulation. This paper focuses on adversarial security in

non-invasive BClIs, providing a systematic review of current research on both attacks and defences. It summarises key
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challenges and outlines future directions to support the development of secure and reliable BCI systems.
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Fig.1 A non-invasive EEG-based BCI system
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Fig.2  Schematic Diagram of Evasion Attack
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